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RESUMO

O uso generalizado de smartphones, com seus diversos sensores, possibilitou que Sis-
temas Inteligentes de Transporte (ITS) coletassem uma variedade de dados sobre a mo-
bilidade do usudrio. Esses dados sdo utilizados para gerar informacgdes valiosas, como
o modo de transporte utilizado pelo usudrio, sendo explorados por aplicativos e servicos
baseados em localizacdo (LBS). No entanto, a utilizacdo desses dados sensiveis levanta
preocupacdes sobre a privacidade dos usudrios quando sdo empregados em algoritmos de
aprendizado de maquina. Uma alternativa promissora para abordar esse desafio é a Apren-
dizagem Federada, que protege a privacidade dos usudrios por meio de seu paradigma
simplificado. No entanto, o uso do Aprendizado Federado enfrenta obstaculos, como a
heterogeneidade dos dados, que pode exigir mais rodadas de treinamento federado para
obter um bom desempenho, aumentando os custos de comunica¢do de forma geral. Isso
ndo € desejavel para aplicacOes federadas. Uma possivel solu¢do para esse problema € a
selecdo de clientes que participardo do treinamento federado. No entanto, poucos estudos
na literatura apresentaram solug¢des federadas para o problema da inferéncia do modo de
transporte, propondo uma selecio de clientes para reduzir os custos de comunicacdo no
treinamento federado. Neste trabalho, propomos uma solu¢do federada para o problema
da inferéncia do modo de transporte do usudrio, que aplica uma selecdo de clientes para
filtrar aqueles que podem contribuir melhor para o desempenho médio do treinamento
federado. Nosso objetivo é demonstrar que a selecdo de clientes pode reduzir os custos de
comunicacdo em termos de rodadas de treinamento federado, sem comprometer o desem-
penho médio geral do modelo. Realizamos experimentos de avaliacio em um framework
desenvolvido para simular treinamentos em Aprendizado Federado. Criamos diferentes
clientes com conjuntos de dados desbalanceados para simular a heterogeneidade dos da-
dos no treinamento e avaliar o desempenho médio geral do modelo em condi¢es mais

préximas do mundo real. Ao final das simulagdes, comparamos o desempenho médio

v



geral do modelo utilizando e ndo utilizando a selecdo de clientes para diferentes quanti-
dades de rodadas de treinamento federado, demonstrando a eficiéncia da nossa proposta

de selecao.

Palavras-chave: Sistemas Inteligentes de Transporte, Aprendizado de Mdquina, Apren-
dizado Federado



ABSTRACT

The widespread use of smartphones, with their various sensors, has enabled Intelli-
gent Transportation Systems (ITS) to collect a variety of data about user mobility. This
data is used to generate valuable information, such as the mode of transportation used
by the user, and is leveraged by location-based services (LBS) and applications. How-
ever, the use of this sensitive data raises concerns about user privacy when employed in
machine learning algorithms. A promising alternative to address this challenge is Feder-
ated Learning, which protects user privacy through its simplified paradigm. However, the
use of Federated Learning faces obstacles such as data heterogeneity, which may require
more rounds of Federated Training to achieve good performance, increasing communica-
tion costs overall. This is not desirable for federated applications. One possible solution
to this problem is client selection for Federated Training. However, few studies in the
literature have presented federated solutions to the problem of transportation mode infer-
ence, proposing client selection to reduce communication costs in Federated Training. In
this work, we propose a federated solution to the problem of user transportation mode in-
ference that applies client selection to filter those who can contribute better to the average
performance of Federated Training. Our goal is to demonstrate that client selection can
reduce communication costs in terms of Federated Training rounds without compromis-
ing the overall average performance of the model. We conducted evaluation experiments
in a framework developed to simulate Federated Learning training. We created differ-
ent clients with unbalanced datasets to simulate data heterogeneity in training and thus
evaluate the overall average performance of the model under conditions closer to the real
world. At the end of the simulations, we compared the overall average performance of
the model using and not using client selection for different amounts of Federated Training

rounds, demonstrating the efficiency of our selection proposal.

Keywords: Intelligent Transportation Systems, Machine Learning, Federated Learn-

ing
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1. Introduction

In the last decades, cities have become symbols of modernity and progress, and the
emergence of Information and Communication Technologies (ICT) has given rise to a new
proposal of cities, known as “Smart Cities”. These cities are characterized as urban areas
that use telecommunication infrastructure, integrated management and control systems,

and context-sensitive processes to help manager the city.

As in every big city, the transportation system is one of the most essential systems,
allowing mobility to people to do their day-a-day activities. However, the disordered
growth of many urban areas causes severe problems in the management of the transporta-
tion systems in general. It had stimulated the development of a dynamic research area
focusing on the application of technology in solutions for human mobility called Intelli-

gent Transportation Systems (ITS).

At the same time, technical advances in data collection have enabled the collection
of a massive amount of data from varied sources, which has enable the development of
data-driven new ITS applications, i.g. surveillance of traffic, detection of congestion and
accidents, collection of toll tax, terrorist monitoring, travel speed estimation, traffic flow
prediction [[7,|13}/14,[26]

In that context, within the domain of ITS the transportation mode that the user is tak-
ing has become an essential and valuable information for several Location Based Services
(LBS) to bring context-awareness for ITS data-driven applications (i.g. recommenda-
tions systems, personal assistants, human mobility behavior analysis, automatic carbon
footprint estimator, real-time trajectory planners). This information can also help gov-
ernments, companies and institutions to deal with transport-related problems, either in

planning, operation, or control areas [6,13}/14,20,21].

Thanks to that, there is a significant interesting from academic and commercial fields

in developing brand new solution to better estimate the user transportation mode. As



the benefits, it can bring more accurate estimation of aggregated user flows for the pub-
lic transportation companies [7]. Analyzing such transportation flows can allow a better
schedule and plan of vehicle routes. Another valuable application of transportation mode
detection is in estimating environmental impacts, such as fuel consumption and green-
house gas [21]. Even in financial fields, transportation mode information can be helpful
to companies providing a data-supported analysis for their transportation system expan-

sion to investors [/7]].

1.1 Motivation

Data as transportation mode, location data, or even smartphone sensor measurements
are example of spatial and temporal sensitive data that are closely related to user privacy.
This kind of data related to people’s activities represents personal habits, preferences, and
behaviors. Therefore, it is crucial to be careful while handling them, especially in the
development of machine learning solutions. Otherwise, it could represent a risk for data
privacy and a disobedience of data privacy regulations such as the Brazilian General Data
Protection Law (LGPD) [5], or the General Data Protection Regulation (GDPR) [10] of

the European Union.

To achieve these and other challenges, a method called Federated Learning (FL) [19]
emerged as an alternative to collaboratively train a machine learning model without shar-
ing raw data. FL has been widely applied in different research areas (i.g., medical and

financial areas).

The main idea of FL is to keep data locally and to transmit the model parameters and
its updates between server and clients. Instead of clients transmitting their data to train
an model in a remote server, is the server who send the model to clients to be trained
by the client’s local data and using the available device’s resources. When each round
of federated training is concluded, the server receives model parameters updates from
each client. Then, the server calculates an updated average for the model parameters, and
sends the updated average parameters to clients for the next federated training round. This
process continues until a condition is satisfied, such as the model achieving convergence,
or a pre-defined timeout has been achieved, or the number of federated training rounds
finished.

Besides that, although several sensors are available on smartphone devices, most stud-
ies conducting transportation mode detection research still rely on GPS as the primary

data source; maybe it is the most popular sensor built into almost all smartphones. How-



ever, considering just GPS as a data source implies a narrow of the spectrum of solutions
for the domain. Instead, considering more than GPS as data source can amplify the pos-

sibilities of technical solutions.

Meanwhile, the development of Federated Learning systems faces some challenges,
such as data heterogeneity. Data heterogeneity refers to the differences in data distribu-
tions, formats, or characteristics across different devices in a federated learning system.
During federated learning, the server aggregates the model updates from multiple devices.
With data heterogeneity, the models trained on different data distributions or characteris-
tics may have divergent updates. As a result, more communication rounds may be needed
to synchronize the models, leading to increased communication costs. One feasible so-
lution is to sample a sub-group of clients, implementing a client selection strategy. With
a client selection strategy, only a subset of devices or participants are chosen to partic-
ipate in each round of federated learning. By selecting clients based on certain criteria
(e.g., data diversity), the overall communication volume can be reduced. Client selec-
tion strategies can optimize the aggregation process during federated learning. Instead of
blindly aggregating updates from all clients, a selective strategy allows for more efficient

aggregation by focusing on the most informative or representative clients.

1.2 Justification

Transportation mode detection and Federated Learning are both challenging research
fields that still have a lot to be explored together. Nowadays, data privacy concerns
emerged as a mandatory issue, while data collection advances has enable LBS to gather
more data from different resources, expanding the horizon of technical solutions but also
imposing other challenges, such as the tenue line among data heterogeneity, average

model performance and communication costs in Federated Learning training.

Findings from literature showed that although there are transportation mode solutions
employing Federated Learning, few of them have explored a client selection strategy as
alternative to increase the average training performance without demanding many com-
munication rounds. Also, few of them use more than GPS as data source, and almost none

are evaluating their solutions in scenarios closest to real-world conditions.

With a client selection strategy, it ensures that the selected clients represent a diverse
range of data distributions and characteristics. This diversity can help to capture a com-
prehensive view of the overall data landscape while minimizing redundancy. By selecting

clients with diverse data, the need for excessive communication rounds or transmission of



similar updates can be reduced, leading to lower communication costs.

1.3 Objectives

This section presents the main objective of this work and the research questions ad-

dressed in the following chapters.

1.3.1 Main Objective

The main goal of this research is to create a decentralized architecture for transporta-
tion mode detection applying Federated Learning and the user smartphone sensors. Fur-
thermore, the architecture also proposes a client selection intended to reduce the commu-

nication costs during training.

1.3.2 Research Questions

The main research questions of this work are summarized as follows:

1. Can the federated algorithm achieve an average metric performance close to the
average metric performance achieved by the centralized version of this algorithm

without increasing the communication costs?

2. Can the federated client selection proposal reduce the communication costs in Fed-

erated Learning training?

1.4 Contributions

The main contributions of this work are summarized as follows:

1. A federated architecture for transportation mode detection using a Feedforward

Neural Network algorithm.

2. A client selection strategy for the federated architecture proposal designed to de-

crease the communication costs, in terms of bytes.



1.5 Structure

This research is structured as follows. Initially on Chapter [2, we introduced the theo-
retical background related to transportation mode detection, Machine Learning and Feder-
ated Learning research domains. Both challenging research domains whose combination
into a single solution is not so much explored in previous studies on literature. Following

by Chapter 3] in which the findings in recent literature are discussed.

Within Chapter [} details of our Federated Learning proposal are presented as well as
the client selection strategy. Our proposed client selection strategy proves to be a promis-
ing approach to improve the overall average performance of the federated training and
reduce communication costs. By considering the quantity of unique transportation modes
on local dataset, we can select more diversity clients who has a high-quality contribution
for the federated training, leading to enhanced model performance in terms of accuracy,

precision and recall.

Finally, on Chapter [3] the simulation evaluation experiments are presented, and the
results are discussed to answer the two research questions. To answer the first research
question, experiments results presented in section [5.3.1| showed that the federated client
selection proposal achieved an average accuracy of 93.89% with 94.11% of precision and
93.67% of recall. This result outperforms the result of 90,94% achieved by the centralized
approach. The second research question is related to the comparison of communication
costs with and without the client selection in a federated learning training. The experiment
results presented on section [5.4] confirms that the client selection proposal has the lowest

communication costs, achieving an improvement of 25% in terms of bytes.



2. Theoretical Background

In this chapter, we introduce the theoretical background concerning about Features
Engineering, Machine Learning and Federated Learning. These topics are the fundamen-

tal concepts behind this research.

Transportation mode detection is a domain study of academia research that intent to
infer the transportation mode used by the users during their displacement (i.g., bus, car,

walk, bicycle).

The possibilities to infer the transportation mode have changing a lot during the
time,improving technically according to available technologies. First researches related
to this domain were surveys that collected the transportation mode information from user
after they finish their activities. These surveys tried to kept all required information from
them to infer their transportation mode. However, these solutions were expensive, time-

consuming tasks, and rely on handcrafted features.

Over time, technological development brought alternatives to researchers than sur-
veys, and therefore the problem of inferring the user’s mode of transport has become an

issue that can always be improved as new technologies and paradigms emerge.

With the diffusion of mobile devices, transportation mode detection solutions started
to explore other solutions rather than surveys to explore the data generated by the sensors
built in these devices (i.g., GPS, gyroscopic, barometers). Thus, devices such as wearable,
cameras, and mainly smartphones, become possible automatic data collectors, speeding
up and improving studies. Nowadays, studies apply Feature Engineering techniques to
extract features from data collected by these devices, and in most cases, some Machine

Learning algorithm is used to classify the transportation mode.

In the following section, we introduce the concepts behind Features Engineering and

Machine Learning. Also, we explain about the Federated Learning paradigm, another



essential concept to better understand this work.

2.1 Features Engineering

Feature Engineering is the process of selecting and transforming the features of input
data to improve the performance of a Machine Learning model. Features are the infor-
mation that describes each instance of the dataset, and are used to build a model that can
predict the correct output for new instances. Choosing the correct features is crucial for
the model’s performance, and the Feature Engineering process involves both selecting

and creating new features from existing ones [3,|16]]

In the context of Deep Learning, Feature Engineering can benefit deep architectures
to learn more complex and abstract features from raw data, reducing the need for manual
Feature Engineering [16]. Feature Engineering is an important part of the process of
building deep learning models, especially when data is limited or when relevant features

are not easily extracted from raw data [3|]

2.1.1 Window Segmentation

Temporal data series are kind of data collected through a continuous amount of time,
segmented in intervals with the same size [16]. Temporal data segmentation into fixed-
size windows is a common technique in time series analysis and data mining. It consists
of dividing a time series into segments of predetermined size before extracting data fea-
tures. The advantages of this approach include dimensional reduction, preservation of
temporal structure, and ease of feature extraction. Window segmentation allows adjust-
ing the window size according to specific problem requirements and simplifies feature

extraction.

The window segmentation is a technique used to partition the dataset in time windows
to make it easier to extract features from data. Segmenting the raw sensor data into smaller
slices or windows is the first step to produce features used to train the models. The time
series for each sensor are divided in time windows of a fixed size. The size of time
windows depends on the types of actions to be recognized, i.e., if time windows need to
be sufficiently long to capture relevant activity information, while also providing enough

overlap to avoid losing important information at the window boundaries.



2.1.2 Feature Extraction

The process of feature extraction from time series involves identifying patterns from
data among the time. For each sequence and sensor, four features were extracted: the
minimum value, the maximum value, the average value, and the standard deviation value

of each sensor over each current sequence created.

2.2 Machine Learning

Machine Learning can be understood as a learning paradigm that allows a system to
improve its performance on a specific task based on past examples [3]. It is a research
field of artificial intelligence that focuses on the development of algorithms that can learn
from data [16] to perform complex tasks by using statistical methods [11]. The goal of
Machine Learning is to find a model that generalizes from training data to make accurate
predictions on new data [3]. There are several types of Machine Learning algorithms,

including supervised and unsupervised models.

The use of machine learning is constantly present in contemporaneous life, from
searching the web to filtering content on social networks and recommendations on e-
commerce sites. Machine learning systems are used to identify objects in images, tran-
scribe speech into text, match news, posts or products to users’ interests, and curate rele-

vant search results [16]].

Machine learning domain considers transportation mode detection as a classification
task, and it begins to be largely adopted in transportation mode detection studies to re-
place handcrafted features by features leaned by algorithms. Artificial Neural Networks
structures such as Feedforward Neural Networks were introduced in solutions, speeding

up developments and reducing time and financial costs demanded.

2.2.1 Feedforward Neural Networks

In this work, we are building a Feedforward Neural Network (FNN), also known as
a Forward Propagation Neural Network. These networks have a layered structure that
allows information to flow unidirectionally from input to output without feedback. The
Dense layers connect each neuron to all neurons in the preceding layer, resulting in a

highly interconnected network.

Feedforward Neural Networks (FNN) are utilized for various tasks, including classi-



fication. The FNN’s primary objective is to create a mapping from inputs to outputs. In
order to accomplish this, the FNN uses adaptable weights and biases that are fine-tuned

during the model training process.

To understand how FNNs are used in classification, we can examine a basic example
of binary classification. We have a dataset with instances represented by feature vectors
and corresponding labels indicating membership in either the positive or negative class.
Creating a classification model with an FNN involves defining the network architecture,
compiling the model with a loss function and optimizer, and training it with the provided
data.

The typical neural network architecture includes one or more dense layers, often using
non-linear activation functions like ReLLU. The final layer usually consists of a single unit
with a sigmoid activation function, producing an output between 0 and 1, indicating the
likelihood of the instance belonging to the positive class. During training, the model
adjusts network weights and biases to minimize loss by comparing predicted outputs to

actual labels. An optimizer updates these parameters based on the loss function’s gradient.

For multiclass classification, the network architecture is similar to binary classification
but includes distinctions. The output layer contains units corresponding to the number of
classes, each one with the softmax activation function that normalizes outputs to interpret

them as probabilities for each respective class.

During training, the model adjusts its weights and biases to minimize the loss func-
tion, usually a categorical cross-entropy function or another suitable option for multi-class
problems. The optimizer continuously updates the parameters based on the loss function’s

gradient.

2.3 Federated Learning

Federated learning is a distributed machine learning paradigm that enables the training

of machine learning models on decentralized data [19].

In Federated Learning, instead of to concentrate all data in one location, the data
is kept on local devices and the models are collaboratively trained through parameter

updates. The typical Federated Learning process can be divided into three main phases:

1. Model Initialization: In this phase, the central server initializes the model and

distributes it to the participating devices. This model can be a pre-trained model or a



randomly initialized model. The central server sends the initial model parameters to
each device, and each device uses these parameters as the starting point for training

using its local data.

2. Local training: In this phase, each device trains the model on its local data. The
local training process can be done using various machine learning algorithms, such
as Gradient Descent or Stochastic Gradient Descent. During local training, each
device updates the model parameters based on its local data and sends the updated

parameters back to the server.

3. Model Aggregation: In this phase, the server aggregates the updated model pa-
rameters from the participating devices and computes a new global model. The
aggregation process can be done using methods as Federated Averaging. Once the
server finishes computing the new global model, it sends the new updated model

parameters to each device again for further local training.

These three phases are typically repeated iteratively until the global model converges,

or another condition is satisfied (i.g., timeout or number of total federated rounds).

One of the key benefits of Federated Learning is that it allows multiple devices to
collaboratively train a model without sharing their data with a central server, which can
address privacy concerns and reduce communication costs. Additionally, FL. can handle
data heterogeneity and data distribution differences across clients, which makes it useful

for scenarios in which the training data is spread across various locations.

However, there are also some limitations in applying FL. Firstly, FL is computation-
ally more expensive since it requires multiple iterations of model training and model
aggregation. In comparison with centralized approaches, the federated training paradigm
implies in a computational resource consuming in client’s devices. For that reason, to
look for lighter approaches is recommended in FL training, intending to consume the

minimum quantity of computational resources from client’s devices.

The process of aggregating models from multiple clients can introduce noise, which
can affect the model’s accuracy. Thus, the quality of the global model can be affected by
the quality and size of the local datasets, leading to a degradation for the model to achieve

the convergence.

In the context of intelligent transportation systems and in transportation mode detec-
tion research area, FL could be used to train a model to classify the transportation mode

of the user based on its smartphone sensor data. Applying FL, the model can be trained
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on the user’s device without transmitting the raw sensor data to a central server, which
enhances data privacy preservation. Additionally, FLL can handle the heterogeneity and

distribution differences of user sensor data, which can improve the model’s performance.

2.3.1 Federated Averaging

The Federated Averaging algorithm (FedAvg) [19] is widely applied in federated op-
timization [9]. FedAvg relies on Stochastic Gradient Descent (SGD) methods, which
allow the adaptation of the model’s structure (including the loss function) by adjusting
the parameter value of the gradient. In a federated setting, FedAvg selects a fraction of N
clients in each round and computes the gradient of the loss over all the data held by these
clients [9].

The FedAvg formula is defined in Equation 2.1:

N
D iLmiWwik

Wy N (2.1)
2

In Equation 2.1, wy is the vector containing the mean of the model’s weights during
the kth iteration. N denotes the total number of clients, while n; represents the number of
training samples available for client i. Lastly, w; , means the model’s weight vector for

client 1 in the kth iteration.

FedAvg enables clients to perform multiple update batches with their local data, re-
sulting in communication efficiency. This is achieved as the client only sends back to the
server the latest update [9]]. Federated Learning (FL) offers several advantages, includ-
ing smarter model development, reduced latency, lower power consumption, and privacy
preservation. Additionally, FL allows the immediate utilization of the enhanced model
on users’ devices, leveraging personalized experiences based on individual phone usage

patterns.

However, federated optimization still faces various challenges. Communication costs
arise from the periodic exchange of model parameters between clients and the server. The
size of models becomes problematic in terms of communication costs, but researchers
have proposed advanced methods such as efficient model updates, stochastic gradient

descent (SGD), and gradient compression to mitigate these challenges [17,/18].

Another challenge is the statistical heterogeneity of non-IID datasets in federated sce-

narios. Each user’s unique characteristics result in significant statistical heterogeneity,
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leading to challenges related to model convergence [17,28]]. Large-scale federated learn-
ing for training also introduces difficulties in achieving model convergence due to dis-

tributed optimization [[17,[28]].

System heterogeneity is another factor that poses problems in federated learning. Dif-
ferent operation systems, heterogeneous devices, varied network conditions, and the ab-
sence of a guarantee that every client will stay continuously connected to the server during

each learning round contribute to the challenges faced in federated learning [|17,28]].

Privacy concerns are one of the most importance in federated learning, as user data
may be exposed during communication with the server. Federated systems are reported
to be more vulnerable to poison attacks compared to traditional approaches [17,(18},[28]].

Ensuring data privacy remains a critical aspect of federated learning.

Moreover, labeled data availability is another challenge in federated learning. Users
are encouraged to generate data rather than label it, which affects the availability of la-
beled data for training [18},26].

12



3. Related works

In this chapter, we organize the related works about transportation mode detection
using Machine Learning and Federated Learning algorithms. We searched in IEEE Ope-
nAccess, ACMLibrary, and Google Scholar for state-of-the-art papers published between
2018-2022.

3.1 Transportation Mode Detection

In this section, we organized the finding on the literature about transportation mode

detection.

[6]] explores the potential of detecting transportation modes through smartphone sen-
sors. The article highlights the benefits of transportation mode detection, including the
possibility of enabling novel services such as smart parking and vehicular traffic moni-
toring. The use of smartphone sensors can improve the accuracy of transportation mode
detection by exploiting sensor diversity. The article proposes a custom dual transportation
mode detection algorithm that uses a combination of accelerometer, gyroscope, and mag-
netometer sensors to detect walking and driving modes. The algorithm is evaluated using
a dataset collected from 10 participants, and the results show that the proposed algorithm
achieves high accuracy rates. However, there are several open issues related to transporta-
tion mode detection using smartphone sensors, such as the variability of sensor data due to
different factors and the need for a large and diverse labeled dataset to train and evaluate
transportation mode detection algorithms. The article suggests that the development of
standardized datasets and evaluation metrics can help address these challenges. In sum-
mary, the article proposes a promising approach for detecting transportation modes using
smartphone sensors, but further research is needed to improve the accuracy and reliability

of the algorithm in real-world scenarios.
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In [23]], it was proposed the utilization of recurrent neural networks (RNNs) in de-
tecting travel modes in real-time using smartphone sensor data. The algorithm combines
accelerometer and GPS data to identify six modes of transportation: walking, running,
cycling, car, bus, and train. The model was trained on a labeled dataset and evaluated on a
separate dataset from ten participants, showing high accuracy rates for all six transporta-
tion modes. However, several challenges were identified, including the need for a large
and diverse labeled dataset, computational complexity, and potential privacy concerns.
Addressing these challenges through the development of standardized datasets, optimiza-
tion techniques, and privacy-preserving algorithms can improve the accuracy and relia-
bility of the algorithm in real-world scenarios. Overall, the article presents a promising
approach for online travel mode detection using RNNs, but further research is needed to

address the open issues.

[22] proposes a method for improving the accuracy and computational cost trade-
off of online travel mode detection. The proposed method uses state-of-the-art feature
engineering and automated machine learning techniques to detect the mode of trans-
portation in real-time using smartphone sensors. The paper highlights the importance of
travel mode detection for various applications in the field of Smart Mobility and Internet
of Things, especially with respect to Intelligent Transportation Systems. The proposed
method is evaluated on a real mobility dataset using different features and parameters,
and the results show that it achieves high accuracy rates with low computational cost. In
general, the use of automated machine learning and feature engineering techniques for

online travel mode detection is a promising approach.

[20] presents a method for detecting the mode of transportation used by an individual
using an efficient convolutional neural network (CNN). The proposed method uses ac-
celerometer and gyroscope data collected from a smartphone to identify whether the user
is walking, running, cycling, or driving a car. The article describes in detail the architec-
ture of the proposed neural network, which consists of several convolutional and pooling
layers, followed by dense and output layers. The network was trained on a dataset of
over 10,000 samples collected from 50 participants in different environments and condi-
tions. The article explores the effectiveness of the proposed neural network for detecting
transport modes in various scenarios, achieving an average accuracy of 93.1% and sur-
passing existing methods. However, the article has some open points. For instance, the
dataset used to train and test the network was collected in a limited environment of four
transportation modes. Consequently, it’s unclear how the network would perform in more
complex environments or with other transport modes. Additionally, the article doesn’t

address the ethical or privacy implications of using smartphones to gather people’s move-
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ment data.

The paper [21] proposes a methodology for identifying the mode of transportation
used by individuals using GPS data. The process includes data preprocessing, feature ex-
traction, and classification. In the data preprocessing stage, the raw GPS data is cleaned
and filtered to eliminate any noise or errors. After that, features like speed, acceleration,
and direction are extracted from the processed data. These features serve as inputs for the
classification model, which is based on machine learning algorithms like decision trees,
support vector machines, and random forests. The model is trained on a labeled dataset
containing GPS data for various modes of transportation, such as walking, cycling, driv-
ing, and public transportation. Once trained, the model can predict the mode of trans-
portation for new GPS data. The article outlines several issues with this methodology,
including the lack of a standardized dataset for evaluating the performance of different
transport mode detection algorithms. Additionally, the variability of GPS data due to fac-
tors such as signal quality, device accuracy, and environmental conditions can impact the
accuracy of the transport mode detection algorithm and make it difficult to achieve high
accuracy rates. Despite this, the article presents a promising methodology for detecting
the mode of transportation based on GPS tracking data, but further research is required to

address the open issues and increase the algorithm’s accuracy and reliability.

3.2 Federated Learning

In this section, we summarized the studies related to transportation mode detection
that applies Federated Learning paradigms on their solutions, mainly client selection so-

lutions.

[24]] introduces a deep learning method for identifying a user’s mode of transporta-
tion and speed using limited GPS data. The proposed method employs a multitasking
deep learning approach that simultaneously identifies the user’s mode of transportation
and speed. The paper provides an in-depth description of the proposed neural network’s
architecture, which includes several convolutional, pooling, dense, and output layers. The
network was trained on a dataset collected from users who used various modes of trans-
portation in urban environments. The results indicate that the proposed neural network
achieves an average accuracy of 92.1% in detecting transportation modes and an average
accuracy of 89.4% in estimating user speed, outperforming other existing methods. The
proposed method also performs well with limited GPS data, which is beneficial in scenar-

10s where GPS accuracy is low or restricted. However, the article has some open points.
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For example, the dataset used to train and test the network was collected in a specific ur-
ban environment and may not be representative of other environments. Furthermore, the
article does not discuss the ethical or privacy implications of using location data to track

people’s movements.

In their paper [28], the authors propose a Federated Learning approach to predict-
ing transportation mode detection using an augmented attention CNN network. They
implement a labeled data sharing strategy to make client local dataset distribution more
independent and identically distributed (IID). The server trains the global model initially
among clients from a selected group using labeled data from a public dataset. After the
global model converges, the server selects another group of different clients and broad-
casts the global model along with a set of 1ID-labeled data from the public dataset. The
clients then select the necessary data to make their distribution IID and merge it with
their local dataset to train the global model. The authors evaluate the impact of different
percentages of labeled data shared with clients (10, 30, 50, and 100), showing that ac-
curacy improves until a certain level, after which the improvement is insignificant. They

conclude that 50 percent of labeled data is sufficient to avoid communication overhead.

In [13]], the authors proposed a semi-supervised deep ensemble learning approach to
identify travel modes using smartphone sensor data. The study uses deep learning models
and ensemble learning techniques to improve the accuracy of travel mode identification.
The authors also introduce a semi-supervised approach that leverages both labeled and
unlabeled data to improve the model’s performance. One of the main contributions of this
study is that it achieves state-of-the-art performance on a publicly available dataset for
travel mode identification. However, the proposed approach requires a large amount of
labeled data to achieve high accuracy, which can be a challenge in real-world scenarios
where labeled data may be scarce or expensive to obtain. Additionally, the study only con-
siders a single dataset for evaluation, and it would be interesting to see how the proposed

approach performs on other datasets or in different contexts.

In their paper [27], the authors introduced FedOVA - a new federated learning tech-
nique that addresses the challenge of non-IID data by training multiple local models for
each class and combining them into a global model. The authors demonstrate that Fe-
dOVA outperforms existing methods on various benchmark datasets with non-IID data.
However, the proposed method may be computationally expensive since it requires a large
number of local models to achieve high accuracy, and the authors only evaluated it on a

limited number of benchmark datasets.
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3.2.1 Client Selection strategies

[1] proposes a federated edge learning approach that combines edge computing and
federated learning to train a global model on unlabeled data from multiple sources. The
approach addresses the challenge of limited labeled data in smart cities by using unlabeled
data without sharing raw data, and overcomes privacy and security concerns. However,
the proposed approach requires a large number of edge devices to participate in the feder-
ated learning process, which can be challenging in real-world settings. Additionally, the
authors only evaluate the approach on a single dataset, making it unclear how it performs

in different smart city environments or on other datasets.

The article [[18] proposes RC-SSFL, a communication-efficient semi-supervised fed-
erated learning system that uses robust optimization and semi-supervised learning to im-
prove performance. RC-SSFL addresses the challenge of robustness in federated learning
by improving the stability of the training process through robust optimization techniques.
The authors demonstrate that RC-SSFL outperforms existing methods on several bench-
mark datasets. However, there are limitations to the proposed system, such as its require-
ment for a large amount of labeled and unlabeled data to achieve high accuracy and the

evaluation on a limited number of benchmark datasets.

[12] proposed an algorithm called FedFa to achieve more fairness and accuracy in
horizontal federated learning. The proposed algorithm uses a double momentum gradient
optimization scheme to accelerate the convergence rate of the model and improve fairness
and accuracy in the training process. The authors show that FedFa outperforms existing
federated learning methods on several benchmark datasets. One of the main contributions
of this study is that it addresses the challenge of fairness in federated learning. Federated
learning systems are vulnerable to bias and discrimination due to the distributed nature
of the training process. FedFa tackles this problem by promoting fairness in the training
process. However, there is limited information available on the open issues addressed
in this study. Further research is needed to evaluate the performance of FedFa on other
datasets or in different contexts, and to identify any potential limitations or open issues

with the proposed algorithm.

The paper [25] proposed an architecture that clusters vehicles based on their mobil-
ity patterns to improve learning accuracy under mobility constraints. The architecture
combines clustering and federated learning techniques to train a global model on data
collected from multiple vehicles. The authors demonstrate that the proposed process can
improve learning accuracy in several non-independent and identically distributed datasets

distributions, under mobility constraints, compared to standard federated learning. The
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architecture overcomes the challenge of mobility in vehicular federated learning by clus-
tering vehicles based on their mobility patterns and using this information to optimize the
training process. However, further research is necessary to fully understand its capabili-

ties and limitations.

The paper [8]] discusses a federated learning method called FedCPF for the vehicular
edge computing (VEC) environment in 6G communication networks. FedCPF addresses
the problem of high communication costs in traditional FL, which can take up regular
communication resources. The FedCPF approach proposes a customized local training
strategy with a constraint term on the local objective function at clients to improve the
convergence speed and reduce the number of communication rounds. FedCPF also in-
troduces a flexible aggregation policy to reduce communication overhead and speed up
the training process. Experimental results show that the FedCPF approach is effective
in reducing communication costs in vehicular networks compared to the traditional FL

algorithm.

3.3 Discussion

From the findings presented early section, it can be observed that studies related to
both transportation mode detection and Federated Learning still have several opportunities

to be explored for new researches.

The articles presented in Section offered different approaches for detecting trans-
port modes, using smartphone sensors, convolutional neural networks, and GPS data. The
proposals presented promising results, but some challenges still need to be overcome,
such as the variability of sensor data, the need for large, standardized, labeled datasets
to train and evaluate algorithms, and the ethical and privacy implications of using smart-

phones to collect people’s movement data.

In Section [3.2] the Federated Learning proposals summarized addressed challenges
such as lack of labeled data, training process robustness, fairness, and mobility in fed-
erated systems. Proposals include optimization techniques, semi-supervised approaches,
and client selection algorithms to improve accuracy and efficiency. Further research is
needed to evaluate effectiveness in real-world scenarios. Additionally, studies should ex-

plore other data sources besides GPS.
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4. Transportation Mode Detection based on Federated
Learning

4.1 Introduction

In recent times, remarkable progress in data collection and mobile technologies has
enabled a extensive collection of data daily, primarily sourced from sensors embedded
within smartphones. Within the domain of Intelligent Transportation Systems (ITS), the
acquisition of user transportation mode data assumes great importance, facilitating the
development of Location-Based Services (LBS) that engender context-awareness for ITS
data-driven applications (i.g. recommendations systems, personal assistants, human mo-
bility behavior analysis, automatic carbon footprint estimator, real-time trajectory plan-

ners).

The information of transport, location data, and sensor measurements have inherent
sensitivity on its collected raw data, profoundly connected to the imperative of safeguard-
ing user privacy, i.g. GPDR, LGPD. Thus, it is imperative to have prudence and diligence
in handling with this kind of data data. In response of this concern, Federated Learning
emerged as a decentralized paradigm, presenting an alternative to train machine learn-
ing models while preserving data privacy without imposing a substantial computational
resource consuming. FL operates by training the model on client’s device using their lo-
cal data, thereby circumventing data privacy concerns. Despite the fact that FL has been
widely adopted in diverse research domains, few studies have explored its utilization in

the context of transportation mode detection to reduce communication costs.

In the deployment of FL systems, data heterogeneity brings challenges for the feder-
ated training. In federated training, dealing with multiple independent clients means to
handle many unbalanced datasets. It is reflected in more time to achieve convergence and

in higher communication costs in federated training.
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In light of these considerations, we introduce FedTMD to address both challenges of
privacy concerns and communication costs faced by federated systems. This work has the

following contributions, detailed in the next sections:

* Creation of a data privacy preserve transportation mode detection system through

the strategic application of Federated Learning paradigms.
* Implementation of a client selection, designed to decrease communication costs

* Validation through the utilization of an authentic unbalanced dataset collected from

smartphone sensors

* Evaluation through extensive experiments within a federated simulation framework

capable to handle large-scale simulations

4.2 Proposed Solution

In the following sections, we described the proposed solution and its methods in more

details.

4.2.1 Federated Transportation Mode Detection (FedTMD)

The term FedTMD was defined to refer to our federated learning proposal, as an
acronym for Federated Transportation Mode Detection. FedTMD consists of a supervised
algorithm able to classify the user transportation mode based on features extracted from
smartphone sensors data trained collaboratively applying Federated Learning paradigm,
in which clients do not have to share their local data with a centralized server. Mean-
while, it also implements a client selection strategy that filters clients with more valuable
contribution at each federated training round to reduce communication costs. At each fed-
erated training round, the strategy selects clients that have a large variety of transportation
modes in their local dataset. The strategy selects the quantity of half of the total of clients
to participate on federated training round. By applying the size and variability restric-
tions at each round, only the selected clients will participate on training, thus reducing

communication costs for the whole federated learning process.
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Figure 4.1: FedTMD training with client selection

Figure [.1] illustrates the components behind the federated learning process and the
communication exchanged among them. The federated server (i.e., FedTMD Server)
holds the global model (i.e., FedTMD Global Model) and a labeled dataset. It initiates
the communications sending to clients (i.e., FedTMD Clients) initial parameters and con-
figurations that will be used on client-side during training and evaluation steps. During
federated training, each client will fit its local model (i.e., FedTMD Local Model) on its
own data. This allows local customer models to be trained decentrally while the global
model is kept in sync through gradient aggregation during federated training rounds,
which means that the global model and local models are adjusted and updated in a coor-
dinated manner during federated training. While local models are trained independently

on each client, they are periodically combined and aggregated to update the global model.
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Figure 4.2: FedTMD architecture

Figure[d.2]describes in more details the activities behind the federated training rounds.

The figure {.2] describes the FedTMD architecture proposal. It begins on server side
with the initiation of the global model. Next, the global model is pre-trained on server-side
using a labeled dataset adopted to pre-train and validate the global model. Pre-training a
model before sharing its parameters is a positive practice for federated learning training
if a labeled dataset is available, it allows the model to learn the general characteristics of

whole dataset, benefiting local training on client side.

Then, the FedTMD Server selects clients for the federated training round. Based on
the quantity of transportation modes present on their local dataset, the server selects the
most valuable clients to participate on training and sends to them the pre-trained model

parameters.

In parallel, the local model is also initiated on client side and it is trained using the
local dataset and the pre-trained parameters received from server. On each client, there
is labeled dataset composed by the data collected from smartphone sensors. The data is
pre-processed and segmented in fixed windows size before the features are extracted to
be used on local training. After concluding the local training, each client sends back to

server its updated model parameter and the local performance results.
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The server receives the updated parameters from all clients and applies a weighted av-
erage aggregation to update the global model. Finally, the server selects another subset of
clients for another round of federated training, sending to selected clients the aggregated
parameters. This iteration follows until the number of total federated training rounds is

achieved.
4.2.1.1 Data Collection and Preprocessing

The data collection stage constitutes a foundational step in the utilization of machine
learning algorithms, often preceding the preprocessing stage. In this initial phase, data
is acquired from nine sensors embedded within the user’s smartphone. Specifically, sen-
sor data was collected from 16 volunteer participants. The delineated set of transporta-
tion modes encompassed pedestrian locomotion, automobile usage, stationary rest, train
travel, and bus commuting. Spanning a duration of three months, data collection occurred
within a diverse array of settings, encompassing urban, suburban, and rural environments.
The centralized dataset distribution entails 26% of data instances attributed to walking,
25% to driving, 24% to stationary activities, 20% to train journeys, and 5% to bus voy-

ages.

In the initial phase of data pre-processing, a series of operations are executed to en-
sure the quality of the data. These operations involve tasks such as removing erroneous
measurements from the sensors, excluding certain measures, and rectifying values from
sound and speed sensors to ensure they are positive. Additionally, specific sensors, in-
cluding environmental sensors such as sound, light, pressure, and proximity sensors, pro-
duce singular data values that directly contribute to the dataset. Conversely, other sensors
yield multiple values that are inherently tied to the chosen coordinate system, signifying
a strong orientation dependence. To address this issue, the magnitude metric was defined
as an uniform and orientation-independent metric, which was extracted from all three sets

of sensors.

Sensors of first set

Sensors of second set

Sensors of third set

Accelerometer
Sound
Gyroscope

Sensors of first set +
Orientation
Linear acceleration
Rotation vector
Game rotation vector
Gyroscope uncalibrated

Sensors of first set +
Sensors of second set +
Speed

The nine sensors were divided into three sets as presented in Table First set con-

Table 4.1: Sensors sets
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tain three sensors which are considered to be the basic sensors (accelerometer, gyroscope,
and sound). The second set contains sensors from first set plus orientation, linear acceler-
ation, rotation vector, game rotation vector, and gyroscope uncalibrated. Lastly, the third
set contains all sensors, including speed that was removed from second set. Each sensor
event is collected with a maximum frequency of 20 Hz to ensure the small size file to be

stored in the device.

In Figure 4.2] the collection and preprocessing stages are done in both client and
server-side following the same procedures, but the obtained datasets are used for distinct
ways in each side. The preprocessed dataset enables training and evaluation of the global
model on server-side along the federated training rounds. On client-side, the process of
collecting and preprocessing the smartphone sensors data are done entirely, and creating
in the end an unbalanced dataset composed by the preprocessed smartphone sensors data

collected for the client itself by its own device.
4.2.1.2 Window Segmentation

As discussed in Chapter[2] segmenting the raw sensor data into smaller slices or win-
dows is the first step to produce features used to train the models. Window segmentation is
the process which the time series is divided in time windows of a fixed size. In FedTMD,
the window segmentation is defined as a fixed size of 5 seconds. This value is a common
value adopted in similar studies in literature [6,22], and also it is following the best results
found in [_2]].

4.2.1.3 Features Extraction

The next stage involves extracting features from the segmented raw sensors readings.
Each window segment is processed using feature extraction techniques, resulting in a set
of calculated features vectors for each window. In Figure 4.2} for each window segment,
four different statistical features are computed: the maximum value, the minimum value,
the mean and standard deviation. For each segment, a total of A -4 features were calcu-
lated, where A is the number of sensors. In FedTMD, a total of 36 features are extracted
from each fixed size window segment. Then, the features extracted are passed to the

federated model, which finally classifies the transportation mode.
4.2.1.4 Federated Transportation Mode Classification

The following stage involves training the federated model to classify the current trans-
portation mode based on features described previously. In Figure 4.2] we created three

different federated models for each set of sensors presented in Table {.1] Our intention
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is to understand which of the models achieves a better performance predicting the user
transportation mode. For each set of sensors, we built a federated model which is trained

and evaluated using the dataset described in Chapter 5]

The federated models consist of supervised machine learning algorithms dealing with
a multiple class classification task. For each instance of features received as input, the
models learn the corresponded label (i.e., the transportation mode). Thus, for a new
instance of feature received, the model classifies it with an unique label from five total

options (i.e., walking, car, bus, train, still), which is validated with labeled datasets.

On server-side, this federated model is the FedTMD global model. The server con-
ducts an initial training of the global model with the labeled dataset before sending its
initial parameters to clients. This pre-trained global model continues to be collaboratively
trained among clients through federated training rounds. On client-sides, this federated
model is called FedTMD local model and each clients has its own local model. The local
models are trained using the preprocessed local dataset, which contains only the prepro-
cessed sensors data of that specific client. After this, the evaluation metrics obtained are
returned to server. Here, we can observe how FL is important to guarantee local data

privacy but also allowing a collaboratively model training.

4.2.2 FedTMD Client Selection

When dealing with clients holding each one an unbalanced dataset (i.e., each one has
its own data distribution), it may imply in increase communication costs of the federated
learning. Data heterogeneity brings the challenge to increase of rounds necessary for the
model to achieve the convergence. In vanilla FedAvg, the server receives updated weights
and parameters results from clients in aggregation step and calculates an weighted average
of them. As higher the data heterogeneity in the federated training is, more rounds will be
necessary for the model to achieve the convergence. Usually on vanilla FedAvg, all clients
are randomly selected to participate in the round of training, and any kind of sampling

criterion is implemented.

Sampling all available clients to participate in every round of training may introduce
noise or biased information into the training process from clients which may have a less
contribute dataset. As a consequence, more rounds are necessary for the model to achieve

the convergence, increasing the communication costs of the whole federated learning.
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4.2.2.1 Client Selection Strategy

In this section, we explain in details the client selection strategy employed within the
FedTMD architecture, as visualized in Figure 4.2}

Our FedTMD architecture incorporates a client selection process for sampling partic-
ipants based on the number of unique transportation modes in their local dataset. The
criterion for sampling clients is based on the quantity of unique transportation modes to

reduce communication costs in the federated learning process.

Our approach seek to use the simplest criterion available instead of implementing an
equation to be executed on the client-side, to avoid creating extra computational overhead
on the client’s devices. The quantity of unique transportation modes is a feasible solution
due to its simplicity, and clients with two or more transportation modes in their local
dataset provide more variability of labels for training and evaluating the model, which

improves its classification performance when faced with new unclassified instances.

On each federated round, the server demands from N available clients the quantity of
unique transportation modes on their local dataset after the collection and pre-processing
stages are done, in which N is the number of total clients. On server-side, with N denoting
the total number of clients, the server ranks the clients in descending order by the value

of the quantity of unique transportation modes on their local dataset.

Subsequently, the server selects N/2 of clients to participate in the next federated
training round. Our sampling selection process minimizes communication costs and max-

imizes resource utilization, leading to improved model convergence and generalization.

In summary, the client selection strategy we present capitalizes on the simplicity of
counting unique transportation modes in local datasets. This pragmatic approach aligns
with our goal of minimizing communication complexity and maximizing the utility of
available resources in the federated learning framework. As a result, it contributes to the
advancement of model convergence and overall performance within the FedTMD archi-

tecture.

4.2.3 Communication Costs

To measure the communication costs in our federated learning process, we imple-
mented two variables proposed at [8]], the upper bound that the communication costs can
achieve and the total communication costs for the entire federated learning process. Each

one of them are explained in following.
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5. Experimental Evaluations

In this chapter, we present the simulation experiments conducted to assess the effi-
cacy of our federated approach. We discuss the attained average performance outcomes
in terms of accuracy, precision, and recall. Initially, we present implementation details,
outlining the construction of our model. Following section explains the performance met-
rics considered during evaluation experiments (i.e., accuracy, precision, recall). Then, the

results obtained from simulations are presented and discussed in the last section.

5.1 Implementation Details

The execution of the simulation experiments was conducted using Python, with the
integration of various libraries to facilitate stages such as pre-processing, selection, and
evaluation. These libraries encompassed tools such as NumPy, scikit-learn, pandas, Ten-
sorFlow, Keras, matplot, and seaborn, which collectively contributed to the robustness of

this work.

The experimental evaluations was conducted on an Ubuntu 18.04 environment with
an Intel(R) Core(TM) i5-3317U CPU operating at 1.70GHz, with a 4GB RAM.

The federated models were implemented using the Fully Connected Layer provided
by Keras library. The configuration of its hyperparameters follows the approach outlined
in [6].

5.1.1 Training Settings

In our simulations, we diverge from the traditional approach of employing a single
labeled dataset for evaluation and validation in supervised classification tasks. Instead,

we partitioned the dataset among various clients, simulating a scenario that aligns with
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real-world conditions. The main intention behind this division is to investigate learning
efficacy in the face of data heterogeneity variability. As elaborated in Chapter {] our
simulation experiments created 16 distinct clients, each holding a distinct dataset that are
not fully balanced (i. e., composed by different amounts of samples per transportation

mode).

For every simulation instance, we orchestrated the configuration of distinct hyper-
parameters and then assessed the corresponding performance metric outcomes achieved.
Our simulation encompassed four simulation parameters (i.e, total number of federated
training rounds, batch size, learning rate, local epochs). For each simulation experiment,
these parameters were assigned distinct values, and the cumulative results were aggre-

gated and discussed.

Hyperparameters Configuration values
Federated training rounds [1,5, 10, 50]
Batch size (4, 8, 16, 32, 64, 128, 256]
Learning rate [0.1,0.01, 0.001]
Local epochs [1,2,5,10, 50]

Table 5.1: Configuration values applied for each hyperparameter.

Table [5.1] summarizes a comprehensive overview of the hyperparameters configura-
tions implemented throughout the simulation experiments, commonly found in literature.
The scope of experimentation included varying the number of federated rounds within a
range of 1 to 50. Additionally, three different learning rate values were examined: 0.1,
0.01, and 0.001. Extensive exploration was dedicated to batch sizes, aiming to evaluate
the minimal value required for optimal performance. The concept of local epochs, while
not so much explored in other Federated Learning studies, also has its relevance. Thus,
this gap incentives us to explore it in our simulations, analysing its potential impact on

the Federated Learning process.

5.1.2 Simulation Framework

In Federated Learning systems, researches face various challenges, as underscored in
previous chapters. In addition to these challenges, there is another practical concern in
conducting realistic federated simulations: the training and assessment steps most be in

conditions more close to real-world as possible.

To address this concern, we adopted Flower [4] as framework to support our determin-

istic simulations. Flower is an open-source framework especially crafted to support the
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development and evaluation of single-machine simulations of Federated Learning sys-
tems. It was designed to be scalable and highly customizable, that is, it can handle
large-scale simulations with many clients, and it allows to tailor the framework to suit
our specific use case. The framework has been widely applied to support evaluation of

Federated Learning solutions in several different domains

Within Flower framework, there are two principal approaches available to evaluate the
aggregated models: evaluating the aggregated parameters on server-side (i.e., centralized
evaluation), and/or evaluating the aggregated parameters on client-side (i.e., federated
evaluation). The evaluation approaches are similar, however they have particularities,

explained as following:

* Server-side evaluation (or, centralized evaluation): this approach mirrors the eval-
uation mechanisms of conventional centralized machine learning methodologies.
A centralized dataset is available all times, employed for evaluation purposes on
server-side. On each round, the server evaluates current aggregated parameters us-
ing global model and the centralized dataset. Here, we evaluated the global model

performance on each federated round.

¢ Client-side evaluation (or, federated evaluation): unlike server-side evaluation,
this approach does not require a centralized dataset. Instead, it empower clients to
evaluate the present aggregated parameters through their local models and dataset.
On each federated training round, the aggregated parameters are trained through
local models and a set of performance metrics are sent back to server, which re-
ceives and averages them. The major advantage of this approach is to attain a more

representative evaluations by using datasets with different distributions.

Our simulation experiments encompassed both evaluations approaches, and the aver-

age performance results are presented and discussed in following subsections.

5.2 Performance Metrics

In this section, we explain about the performance metrics used to evaluate our fed-
erated classification proposal (i. e., accuracy, precision and recall). These metrics are
commonly used to evaluate the performance of classification models, and they provide

different insights into the model’s performance [15] .
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5.2.1 Accuracy

The accuracy metric is a common performance metric used in supervised classification
machine learning. It measures the proportion of correctly classified samples over the total

number of samples in a dataset [|15]], and the formula is defined as following, in Equation

2.1t

True Positives + True Negatives

Accuracy = 5.1

Total of Samples

Accuracy can be a helpful metric for monitoring the progress of a model at learning
the underlying patterns in the data. However, accuracy do not always provide an accurate
representation of a model’s performance, it is important to be cautious about overfitting.
It occurs when a model becomes too complex and starts to memorize the training data
instead of learning the general patterns. As a result, the model may perform extremely
well on the training data but fail to generalize to unseen data. For that reason, other
metrics such as precision and recall may provide a more comprehensive understanding of

the model’s performance.

5.2.2 Precision

In machine learning, precision refers to the fraction of true positive predictions among
all positive predictions [[15]. True positive refers to the instances where the model cor-
rectly predicts a positive class, while false positive refers to the instances where the model
incorrectly predicts a positive class. Thus, precision measures the model’s ability to cor-
rectly identify positive instances and avoid false positives. A higher precision value in-

dicates that the model has fewer false positives.The precision formula is presented in

Equation[5.2.2}

. True Positives
Precision = — — (5.2)
True Positives + False Positives

Precision is often used in conjunction with other evaluation metrics such as recall and
accuracy to provide a more comprehensive understanding of the model’s performance.
While precision is an essential metric for evaluating the quality of a classification model,

it may not be the only metric to consider. For instance, in some cases, a model with low
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precision may still be valuable if its recall is high, meaning that it can correctly identify
most positive instances, even if it produces many false positives. Thus, precision should
be considered along with other metrics to provide a more complete picture of a model’s

performance.

5.2.3 Recall

In machine learning evaluation, recall is a performance metric that measures the per-
centage of true positive cases that are correctly identified out of the total number of pos-
itive cases [[15]]. It is one of the key metrics used in classification tasks where identifying
all positive cases is critical. Recall is also known as sensitivity or hit rate and is calculated
as the ratio of true positive cases to the sum of true positive and false negative cases. A
higher recall value indicates a better performance of the model in correctly identifying

positive cases.

The recall formula is presented in Equation [5.2.3}

True Positives
Recall = 53
True Positives + False Negatives (5-3)

Overall, recall is a crucial metric in evaluating classification models and helps in iden-

tifying cases where the model may be underperforming in identifying positive cases

5.3 FedTMD Client Selection Performance

In this section, the outcomes from the simulation experiments are presented, initiating
by the replication of original experiments to validate the applicability of the smartphone

sensors dataset [6] for classifying users’ transportation modes.

The federated architecture is closely mirrored the original study, with two notable dis-
tinctions: the expansion of performance metrics and the calculus of the communication
costs. The proposal incorporates two performance metrics that were not considered in
centralized original solution (i.e., precision and recall) and calculates the communication
costs for the centralized original solution. Our intention is to seek more comprehensive
understanding of model performance and to compare communication costs between cen-

tralized and federated solutions. The results are summarized on Table

As it can be seem in Table [5.2] the best centralized performance was achieved by the
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Algorithm Sensor Set | Accuracy(%) | Precision(%) | Recall(%) Costs
Decision Tree 1 72.38 72.81 72.38 228.93 Kbits
Decision Tree 2 78,08 78.26 78.08 171.33 Kbits
Decision Tree 3 83.60 83.64 83.60 142.91 Kbits

Random Forest 1 79.64 79.64 79.64 20.17 Mbits
Random Forest 2 87.68 87.72 87.68 16.21 Mbits
Random Forest 3 90.94 91.06 90.94 13.70 Mbits
Support Vector Machine 1 76.07 75.98 76.07 711.87 Kbits
Support Vector Machine 2 86.07 86.19 86.07 1.14 Mbits
Support Vector Machine 3 89.91 90.12 89.91 1.20 Mbits
Neural Network 1 78.51 74.87 74.51 805.48 Kbits
Neural Network 2 86.71 86.73 86.71 1.63 Mbits
Neural Network 3 90.15 90.18 90.15 1.23 Mbits

Table 5.2: Performance results of centralized experimental reproduction

Random Forest algorithm with 90.94% of accuracy and a communication costs of 13.70
Mbits. Following the rank by the Neural Network algorithm with 90.15% of accuracy
and a communication costs of 1.23 Mbits. The results was achieved with the third set
of sensors configured in both cases. The cheaper algorithm, in terms of communication
costs, was the Decision Tree algorithm achieving 142.91 Kbits with the third set of sensors
configured, 171.33 Kbits with the second set of sensors, and 228.93 Kbits with the first

set of sensors.

5.3.1 Results Obtained

Within this section, the average performance outcomes of the Federated Learning
models applying the client selection strategy are presented. The core objective of these
simulation experiments is to compare the impact of our selection approach on the com-
munication costs and the model performance across several federated training rounds,

varying values for batch size, learning rate and local epochs.

Given the extensive outcomes arising from the simulation experiments, the average
performance results were organized in tables and figures to facilitate comprehension and

visualization.

5.3.2 Analysis

In this section, an analysis about the simulation experiments is presented, elucidating
the advantages and opportunities of the federated proposal as well as the efficiency of
the client selection over the performance of the federated training and the communication

costs.
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Figure 5.1: Average performance results for one federated training round

The first result analyzed is the confusion matrix for the classification model, presented
in Figure[5.5] A confusion matrix is a table that allows evaluating the performance of a
classification model. It is composed of cells that represent the different combinations
of predicted and actual classifications. In[5.5] the rows represent the actual or expected
classes, while the columns represent the classes predicted by the model based on local
smartphone sensors. It compares the predicted classifications by the model with the actual
classifications to determine the accuracy and errors rate in each class. Darker or lighter
areas can indicate different patterns of model performance. Darker areas can represent
cells with higher values, indicating a high frequency of correct predictions (true positives)
or errors (false positives or false negatives). This can be interpreted as a higher confidence

of the model in relation to these classes. Lighter areas can represent cells with values
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Figure 5.2: Average performance results for five rounds of federated training

equal to or smaller than zero, indicating that the model did not make incorrect predictions

for these classes. This can be interpreted as a perfect performance of the model in these

classes.

In Figure [5.5] it can be seem that in general the algorithm had a good performance

classifying the transportation modes based on smartphone sensors. Almost all transporta-

tion modes were correctly predicted by the algorithm excepted for the Train mode that

achieved the worst performance. According to the Figure, it appears that the algorithm

had difficult to distinguish Train, Bus and Car modes maybe because these transportation

modes may have similar measurements, requiring more volume of data to better train the

algorithm to distinguish each other.
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Figure 5.3: Average performance results for ten rounds of federated training

The Table [5.3] presents the average metric performance achieved by the the federated

algorithm collaboratively trained across selected clients with their local datasets. The
best average performance was 93.89% of accuracy when the client selection is applied
and 93.69% when it is not. The average performance for the precision and recall metrics
also confirms the result obtained, with the best average achieving 94.11% and 93.67%,
respectively. These performances were achieved using a light set of configurations (i.e.,
batch size of 4, learning rate of 0.1, and local epochs of 10). To achieve this high score it
required 50 federated training rounds, which implies an estimated communication costs
of 537.60 Kbits. However, despite the best result required 50 federated rounds, the com-
munication costs were smaller than the 13.70 Mbits estimated as communication costs for

the centralized experiments, presented in Table[5.2]

35



= With Selection
= Without Selection |

Average Accuracy

32
Batch Size Values

(a) Average accuracy perfor-
mance comparison across various
batch sizes

= With Selection
= Without Selection

08

Average Precision

32 64
Batch Size Values

(d) Average precision perfor-
mance comparison across various
batch sizes

== With Selection
= Without Selection

Average Recall

4 16

64

32
Batch Size Values

(g) Average recall performance
comparison across various batch
sizes

== With Selection
= Without Selection

Average Accuracy

2 5
Local Epoch Values

(b) Average accuracy perfor-
mance comparison across various
local epochs

== With Selection

0,01
Learning Rate Values

(c) Average accuracy perfor-
mance comparison across various
learning rates

Average Precision

2 H
Local Epoch Values

(e) Average precision perfor-
mance comparison across various
local epochs

= With Selection
== Without Selection
08

001
Learning Rate Values

(f) Average precision perfor-
mance comparison across various
learning rates

08 mmm With Selection
= Without Selection

Average Recall

10

1 2
Local Epoch Values

(h) Average recall performance
comparison across various local
epochs

08 mmm With Selection
= Without Selection

0.001

01

0.01
Learning Rate Values

(i) Average recall performance
comparison across various learn-
ing rates

Figure 5.4: Average performance results for fifty rounds of federated training

In Figure[5.1], the comparison of average performance results for simulations is shown,

with and without the client selection, across different batch sizes, learning rates, and local

epoch values for accuracy, precision, and recall during one federated round.

Figures [5.1](a), [5.1)(d), and [5.I[(g) show the average performance comparison across

different batch sizes in terms of accuracy, precision, and recall. Our client selection had

better average performance for almost all batch sizes, achieving the best average with

size 4 and the worst with 256. We believe that with bigger batch sizes, the model has

more difficulty learning patterns from the training dataset, leading to overfitting. It was

expected that the biggest value of 256 achieved the worst average performance, given that

we are not dealing with large datasets in our simulations.
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Federated | Accuracy(%) | Precision(%) Recall(%)

Rounds w/ w/o w/ w/o w/ w/o
1 0238 1 91.94 | 93.33 | 92.72 | 91.74 | 91.12
5 90.32 | 91.96 | 91.01 | 91.75 | 89.67 | 90.38

10 91.04 | 91.42 | 91.54 | 91.94 | 90.57 | 90.99
50 93.89 | 93.69 | 94.11 | 93.94 | 93.67 | 93.95

Table 5.3: Comparison of average performance metrics with and without client selection
in the best performing configuration

3 5 18

Jis}

& 158 9
h-)
B =
E = 18 2
i

[ =

‘© 145 1

=

o

[ =

= - 59 24 69 0 515

i+

=

I i I i
Bus Car still Train Walking

Predicted

Figure 5.5: Confusion Matrix

In Figures [5.1[(b), (e), and (h), the average performances for each local epoch value
are compared. Our federated proposal achieved better performance when the local epoch
was 50. This indicates the model is able to learn more when it has more iterations with

local data.

In Figure [5.1)(c), (f), and (i), the average performances across learning rate values
are compared. Differences between the averages are noted. The precision average per-
formances indicate better performance when selection is applied, despite almost none
difference is noted when learning rate is 0.001. The recall average performance compari-
son demonstrates better performance when the selection strategy is used, with the higher
difference when learning rate is 0.01. These results indicate that one federated round is

not enough to distinguish the better learning rate value.

Figure [5.2] shows the average performance results for five federated training rounds.
The presentation order follows Figure[5.1] The average performance comparisons across

various batch sizes, local epochs, and learning rates are presented. In all cases, applying
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client selection resulted in better average performance compared when no client selection

is applied.

In Figures[5.2]a), (d), and (g) we present the average performance comparison across
batch size. Our client selection demonstrated the best average performance in all cases,
achieving almost 80% of accuracy, and more than 80% of precision when batch size was

set to 4.

Figure [5.2(b), [5.2]e), and [5.2](h) show the average performance comparison for local
epoch values. Our selection strategy outperforms all metrics for all local epoch values.
Compared to Figure[5.1] the results in Figure [5.2]indicate better performance of our fed-
erated proposal. An interesting behavior is observed in accuracy average performance
for local epochs 2, which no client selection performs better than when client selection is

used.

In Figures [5.2]c), [5.2(f), and [5.2(i), we present a comparison of the average perfor-
mances across various learning rate values for five rounds of federated training. Our client

selection proposal achieves the best average results for all learning rate values analyzed,
with a culmination average measurement at a learning rate of 0.1, the highest value com-
pared to the others, achieving over 80% average accuracy and precision performance,

with a recall score of over 70%.

Following the discussion about the simulation outcomes, Figure summarizes the
average performance results for simulations with ten federated rounds. In Figures[5.3(a),
[5.3(d) and [5.3[g), the average results for batch size values are summarized. From the
figures, it can be seem that the batch size of 4 achieved the best average performance,
achieving more than 85% of average accuracy, precision, and recall performance metrics.
We believe that is because the value of 4 perfectly matched with average local dataset size

and speed up he finding for the local minimum.

Following with the ten federated rounds analysis, Figures [5.3(b), [5.3[e) and [5.3h)
show the average performance metrics for local epochs. Our client selection again out-
performed the comparison with no selection, with a greater margin this time, particularly

with local epochs 50.

Figures [5.3(c), (f), and (i) show that our client selection has a better average perfor-
mance comparing across the learning rate values, especially with the value of 0.1 which

achieved an score of more than 80% of average accuracy, precision and recall.

Figure summarizes the average performance results for simulations configured
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with fifty federated rounds. Figures [5.4[a), [5.4(d), and [5.4(g) show the average perfor-
mance results, and although the best average accuracy performance was achieved by
our proposal when the batch size is 4, we can note the good average performance was
achieved when the batch size is 16. This is an interesting fact to notice because when
the batch size is 16, the federated models can learn better patterns from all clients than
when only selected clients participate in federated learning. Our client selection cannot
select a representative set of clients when the batch size is 16, not enabling the model to
learn patterns to achieve better average performance. This can be confirmed by taking
a look at Figure [5.4(g), in which the average recall performance for batch size 16 also

outperformed our federated proposal.

In Figures [5.4(b), (e), and (h), the average performance metrics are compared across
local epoch values. Our client selection proposal had the best average performance for
all values, with a larger difference between the results than in Figure [5.3] Notably, in
Figure [5.4(h) at local epoch 5, our selection proposal had significantly higher average
recall performance compared to no selection in federated training rounds. We can also
note a very close similarity between the average performance with the values 5 and 10,
leading to realize that the value 5 is the more appropriate giving to consume less local

computational resources to achieve almost the same average performance.

In Figures[5.4(c), (f), and (i), the average performance comparison for different learn-
ing rate values during fifty federated training rounds is shown. It can be observed that
our client selection had the best average performances, especially when the learning rate
was 0.1, achieving more than 80% of average accuracy and precision performances. For
fifty federated training rounds, better average performance for learning rate values was

expected, which indicates that higher values can achieve better average performances.

5.4 FedTMD Communication Costs Comparison

In this section, the estimations for the communication costs are presented and the

comparison between centralized and federated results are analyzed.
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5.4.1 Results Obtained

Federated Communication Costs
Rounds | with selection | without selection
1 10.75 Kbits 14.33 Kbits
5 53.76 Kbits 71.68 Kbits
10 107.52 Kbits 143.36 Kbits
50 537.60 Kbits 716.80 Kbits

Table 5.4: Communication costs results with and without the client selection.

5.4.2 Analysis

Table [5.4] represents the comparison between communication costs with and without
the client selection being applied in federated training. The values in the first column
represent the total of federated training rounds used in each experiment, i.e. 1, 5, 10,
50. The second column represents the costs of communication with the client selection,
which represent the best results. It indicates that communication with client selection is
less costly in all comparisons, achieving the lowest value of 10.75 Kbits for one federated
training round and 537.60 Kbits for fifty federated training rounds. The third column
represents the cost of communication without the client selection, which represents the
highest values obtained. Therefore, the results show that applying the client selection
FedTMD reduces the communication costs in the federated learning training, while the

absence of client selection causes federated training to result in higher costs.

In summary, the tables and figures presented in this chapter demonstrated the impor-
tance of incorporating the client selection strategy. Increasing the number of local epochs
improves the average performance of the federated model, achieving the best average
performance with 50 local epochs in most of the cases. The best average performance
achieved was 93.89% of accuracy and 94.11% of precision with 93.67% of recall. The
high average performance in recall metric indicates that the model can correctly identify
a large number of positive examples concerning the total number of positive examples
present in the data distributed among the devices of the participating users. This means
that the model is managing to learn well from the decentralized data and that the com-
munication between the devices is taking place efficiently. Communication costs with the
client selection proposal applied achieved 10.75 Kbits for 1 federated training round and
537.60 Kbits for 50 federated training rounds. The comparison between the communica-
tion costs with and without the client selection showed that the proposal can save more

than 30% of the communication costs.
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6. Conclusions and Future Directions

In this chapter, the main conclusions and the future directions of this research are

summarized.

This study addressed two research problems: the user data privacy concerns in trans-
portation mode detection domain, and the communication costs in federated learning
systems as a consequence of data heterogeneity. To answer the problems, we propose
FedTMD, a federated learning architecture to classify the user transportation mode which
also implements a client selection strategy to sample clients based on the quantity of trans-
portation modes present in their local dataset. Clients with multiple transportation modes
in their dataset provide more variability of labels for the training step, leading to improve
classification performance when facing new unclassified instances. The proposal trains a
supervised machine learning algorithm with a real-world smartphone sensors dataset ap-
plying Federated Learning paradigms to preserver user data privacy and select a sub-set
of clients to mitigate the communication costs during federated training. Our approach
of using the number of unique transportation modes as the criterion to select client offers
a simple yet effective solution. Experimental results demonstrated that FedTMD archi-
tecture is able to classify the transportation mode up to 90% of accuracy, precision and
recall, and it also minimizes the communication costs from 13.08 Mbits of centralized
solution to 564.0 Kbits of the federated proposal.

Future researches can improve the client selection criteria to evaluate the quality of
local datasets (i.e., data reliability, distribution, diversity). The use of Self-Supervised
Learning to deal with unlabeled data in Federated Learning systems can also be eval-
uated in future directions. Future investigations can also implement data augmentation
techniques to leverage datasets used in simulations maintaining the same distributions.
Additionally, comparing the total execution time consumed can also be an improvement

to analyze possible performance trade-offs.
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